How to enroll in PHFCU’s Enhanced Login Security

PHFCU's Enhanced Login Security is a new online security feature that will provide
additional protection from fraud and identity theft. This feature identifies you as the true
owner of your accounts by recognizing not only your password, but also the computer(s)
and web browser you login from regularly.

Whenever a computer or web browser is not recognized by PHFCU Online, you will be
asked to answer questions that only you know before being allowed access to your account.

If you are logging in for the first time you will be prompted with “Challenge Validation
Questions.” These questions/answers will validate your identity during temporary access,
and are the same questions/answers used by the “Forgotten Password Feature”.

We recommend that you choose questions/answers that you would easily remember. An
email address is also required to complete the validation process.

Click “Continue” once you’'ve selected your questions & answers.

Challenge Guestion Validation Information

We understand how important it is to you to be able to access your accounts online
when you need to. Please subrnit the challenge guestion(s) below. This will be used
in the event you forget your password or we don't recognize the computer that you
are using. Just answer the guestion(s) below by typing in an answer that you would
easily remember, verify your email address for us, and you're done!

Step 1: Create Validation Information

select and answer the question(s) below. Your answers are limited to B4 characters.
This information will be used to validate your identity should you forget the passward
that was created during the registration process.

Cluestion: Answer:
|Se|ect Yalidation Cluestion j

|

|Se|ect Walidation Cluestion j |
|Se|ect “alidation Gluestion j |
|

|

Flease verify your email address

Flease re-enter your email address

Ta ensure the security of this infarmation, select question(s) whose answer(s) are
easy for you to remember. DO NOT print, store, save ar share this information with
anyaone. If sameone else abtains this information, it could be used in the same way
that wour Password is used to gain access to all records related to your personal
products and semices with Pearl Harbar Federal Credit Linian.

I Continue ICIear Cancel




Review and confirm the questions & answers that you’ve selected and click “OK”.

=z

Microsoft Internet Explorer x|

Step 2

Please review and confirm the information that wou provided for walidation of your identity, DO NOT save or share
this information with anwone. This information can be used in the same way that your password is used bo gain access
to all the products and services with Pearl Harbor Federal Credit Union. Selecking the OF button will confirm these
choices, selecting the Cancel button will return to the Form o make appropriate changes

Questions Answers
‘irhat is wour Favorite reskaurant? oo

‘iehat is waur Favarite drinks woocoxooo:
Wb is ywour Favorite person? s

Do waou wank bo accepk these values?

Cancel

After your “Challenge Question Validation” information has been successfully stored, click
“PHFCU’s Enhanced Login Security” to enroll in PHFCU’s Enhanced Security Login”.

Your

User Options

Challenge Cuestion Validation Information has been successfully stored.

If you are a regular visitor to PHFCU Online but are not sure if you remembered your
Challenge Questions & Answers, we recommend that you recreate the questions & answers,
and select responses that can be easily remembered.

To change your Challenge Questions & Answers at any time, click the “User Options” at the
left of the page.

Account Access

Eill Payment

eStatements

Stock Quotes accounts. YWyith PHFCU Online, you can view your c

User Options

Welcome to PHFCU Online. Select from one of 1
begin accessing these services.

Your last successful log-in was on March 09, 2007,

Account Access - This feature allows you to access

viewr several months of transaction history for each a
Your accounts.

Help . . .

Bill Payment - This allows you to pay hills through
Sign Off by writing and mailing checks. The bill payment seny
payments and verification of past payments.




Click “Challenge Question Setup”

User Options

This page will allow you to change your personal options listed below.

Change Password

Change Timeout

PHFCL's Enhanced Login Security
E-mail Address

History Date Hange

Default Histary Saort Order

Graphics/Text Mode

Change Start Page

Change Account Micknarnes

Challenge Cluestion Setiu) < —

Change User ID

ENROLLING IN PHFCU’S ENHANCED LOGIN SECURITY

Click “PHFCU’s Enhanced Login Security”.

User Options

This page will allow you to change your personal options listed below.

Change Password

Change Timeout

PHFCL's Enhanced Login Secipity g—————
E-mail Address

History Date Hange

Default Histary Saort Order

Graphics/Text Mode

Change Start Page

Change Account Micknarnes

Challenge Question Setup

Change User ID




Verify that the default option “Add extra security protection to this computer” is selected to

enroll the comeuter and browser xou are currentlz using.

PHFCUs Enhanced Login Security What is PHFCLU's Enhanced Login
Options Security?

Protect your PHFCL Online Internet Banking accounts from being accessed by
someone other than you. This free feature adds extra securty beyond just your
password. Click the link above for additional information regarding extra security
protection.

Add extra security protection to this computer

fore Info
{(Recommended)

Once added, the protection is invisible and you will login as normal. During
future logins, if you attempt to access your account from an unidentified
carmputer, you will be asked for additional information befare being allowed
acCess.

T Remove extra security protection on afl computers bare Info

oelect this option only if you no longer want extra security protection when
lagging in fram this ar any other computer. You will still need to use your
password to login. You may re-add extra security protection to this or any
camputer at any time.

| Submit | |

*Please note, that if you use different browsers on the same computer (i.e. you use

bath IE and Mozilla) you will need ta lagin from each browser and add this feature to
gach.

Click “Submit”.

Click “OK” to confirm that your computer has extra security protection.

Microsoft Internet Explorer x|
P Add Computer Confirmation
2)
Yau are about ko add extra security prateckion ta this computer, This will allaw Far greater security during lagin.

If wou wank to add this Feature to this computer, click O, IF vou do not want to add this computer click Cancel.

; Zancel |

Extra security protection has been successfully added to your computer. At this step, you
may continue with any PHFCU Online activity.

PHFCU’s Enhanced Login Security What is PHFCU's Enhanced Lagin
Options Security?

Extra security protection successfully added to this computer.

You are logged in and may continue with any PHFCU Online activity. Next time
you login, if your computer is not recognized, you will be asked for additional
information before being allowed access.




Once you are enrolled in “PHFCU’s Enhanced Security Login” the protection is invisible and
you will login as normal.

During future logins, if you attempt to access your account from an unenrolled computer
(e.g. at the library, a friend’s house, etc.) or web browser, you will be presented with the
Challenge Questions before being allowed access to your account.

your account regularly from multiple computers, you may also wish to enroll these
computers in PHFCU’s Enhanced Login Security.

If you no longer plan to login from an enrolled computer or web browser, click on “User
Options”, then “PHFCU’s Enhanced Login Security”, verify by default the “Remove extra

security protection from this computer” is selected.

If you plan to access

PHFCUs Enhanced Login Security What is PHFCU's Enhanced Login
Options Security?

Protect your PHFCL Online Internet Banking accounts from being accessed by
someone ather than you. This free feature adds extra security beyond just your
password. Click the link abowe for additional information regarding extra security
protection.

# Remove extra security protection from this computer Wlare Info

=elect this aption anly if you no langer plan to regularly login fram this
computer. You will still need to use your password to login. You may re-add
extra security protection to this ar any computer at any time.

Remove extra security protection on all computers Mare Info

Select this option only if you no longer want extra security protection when
logging in from this or any other computer. ¥ou will still need to use your
password to login, You may re-add extra security protection to this or any
computer at any time.

Subrnit

*Flease note, that if you use different browsers on the sarme computer (i.e. you use
baoth |E and Mozilla) you will need to login from each browser and add this feature to
each.

Click “Submit”

Click on “OK” to remove PHFCU’s Enhanced Login Security from this computer or web

browser.

P
‘-..H

Microsoft Internet Explorer

Remove Computer Confirmation

You are abouk ko remove extra securiby protection From this computer.

This does not remaove wour PHECU Online account From the PHECU's Enhanced Login Security Feature, Please note

that if wou remaove this Feature From this computer wou will be asked For additional infarmation ko walidate your

identity at wour nexk login.

IF wou want to remove Enhanced Login Security From this computer click OK, IF vou do not want ko remove this

computer, click Cancel.

Cancel

d




*Removing extra security protection from a computer or web browser does not remove your
PHFCU Online account from the “PHFCU’s Enhanced Login Security” feature.

When removing this feature from a computer or web browser you will be asked the
“Challenge Question Validation” to validate your identity at your next login.

A computer or web browser may be re-added at any time.

PHFCU’s Enhanced Login Security What is PHFCU's Enhanced Login
Options SeCurity?

PHFCU's Enhanced Login Security is no longer being used on this computer.
You will still login with your password, but will not have extra security
protection. You may re-add it at any time.




